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Overview

Internal audit (1A), perhaps more than any other finance function, has adapted to meet the business
challenges of a radically evolving business climate. The rapid shift to a global economy, the embrace
of electronic communication and transaction processing, numerous financial scandals and the
subsequent regulatory fallout, and the post 9/11 recognition of the critical importance of precise risk
assessments have placed internal auditors in the corporate spotlight as the "go to" team for myriad
business needs; and these impacts in the corporate world have also cascaded into the world of
higher education and healthcare.

IA's expanding role includes advising and educating senior managers and boards of trustees on
university governance, organizational ethics, partnership risk, fraud prevention, best practices,
knowledge management, and business process efficiency. 1A also provides an unflinching critique of
managerial oversight of risk and internal controls. While these assignments do not widen I1A's
purview, they require a much deeper knowledge and involvement than ever before.

As demand for internal audit employees soars, universities that apply best practices are enticing them
with innovative recruitment and retention strategies such as ongoing training, generous work-life
benefits, and measures to ensure interesting work opportunities. Leading universities also maximize
their 1A resources with automated audit processes, creative co-sourcing arrangements, flexible
staffing models, and a steady transition to continuous auditing.

Strateqic Plan “Pillars”

Recognizing that 1A is a value-adding function that contributes to the organization, best practices
universities are investing in their internal audit staffs to produce IA functions that contribute to the
university in myriad ways. Whether as a management talent pool, as business consultants or experts
on internal control and financial reporting systems, or as a pillar of the university’s governance
system, internal auditors at leading
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x Create an enterprise-wide risk-based audit program.
The University of Toledo will build its audit plans on a risk-based schedule help to ensure
that university strategy and value-adding activities drive operations of its internal audit
department. Risk-based audits use audit resources more efficiently, focus the attention of
management and the board on key risks, and allow a degree of flexibility that enables the
university to adjust to shifting priorities.

Risk-based audits follow a thorough risk assessment that allows IA to target high-risk areas
with a university-wide perspective, a concept embedded in the standards of The Institute of
Internal Auditors (I1A). By educating and empowering process owners to identify risk and
by fostering continual communication of risk-
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x Broaden audit scope to address third-party and vendor risk.
The University of Toledo will recognize the strategic advantages of partnerships, such as
outsourcing, supplier agreements, and joint ventures. By pooling its resources and sharing
risk, the University of Toledo will leverage each other's physical and intellectual capital to
reach mutually beneficial goals. However, the business landscape is littered with outsourcing
agreements that ended acrimoniously, joint ventures that did not achieve their goal, and
supplier partnerships that soured because of shoddy products or ethical lapses by one or
both parties.

In response, the University of Toledo will mitigate downstream risk and liability by
proactively performing risk assessments and, when appropriate, audits of potential high-risk
business partners. By examining prospective partnerships in advance, the internal auditors
apply a risk prevention strategy that allows the University of Toledo to avoid potential
problems. Because of their university-wide knowledge, the internal auditors can identify risk
that may not be clear to executive management or external auditors.

While some of these audit activities are not normally associated with 1A, the University of
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x Combat fraud by advocating high ethics throughout the organization.
The University of Toledo will confront three specific types of fraud: asset misappropriation,
such as theft of cash or assets; corruption, such as bribes and kickbacks; and fraudulent
financial reporting, such as false financial information provided to lenders, investors, and
regulators. Although the exact damages attributable to fraud are difficult to calculate, fraud
experts estimate the losses total billions worldwide. Fraud costs, however, far exceed direct
monetary losses. Fraud usually prompts additional loss in the form of regulatory fines,
remedial policies and controls, reduced market share, and diminished reputation.
Additionally, the effects of fraud often cascade beyond the victimized university as investors
grow distrustful of university balance sheets in general.

Conventional practice mandates that the companies implement internal control systems to
deter or detect fraud. However, even with the renewed focus on internal controls prompted
by regulations such as S-O (and comparable regulations in higher education), reliance on
controls alone cannot stop fraud. The University of Toledo will curtail fraud by building its
internal control system on a university-wide ethics and compliance infrastructure that
addresses the fundamental issues that motivate fraudulent behavior. Strong ethics programs
offer employees training and guidance in approaching and resolving situations that pose
ethical conflicts. Conduct codes proscribe specific actions and behaviors that the company
deems unacceptable for continued employment. The University of Toledo’s strong code of
ethics, code of conduct, and strong compliance programs exhibit an enterprise-wide culture
of integrity, proactively discouraging fraud within the organization.

While management is ultimately responsible for instituting ethics and compliance programs,
IA will contribute by monitoring and evaluating the effectiveness of those programs and--
with provisions to maintain independence and objectivity--acting as impartial advisors during
program design.

By applying its knowledge of the organization and its expertise in internal controls and
ethics, 1A will support management in fostering a culture of high ethical standards and thus
plays a proactive role in deterring fraud.
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x Position internal audit as a supporting pillar of the University’s governance structure.
The University of Toledo will exemplify ethics and transparency with robust University
governance programs; in so doing, it will lower
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x Establish internal audit as the
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x  Assess the audit process continually to effect improvement.
Without a systematic improvement methodology, business processes become outmoded as
the organization adapts to an evolving business environment. 1A is no exception, already
having undergone significant transformation in recent times. The University of Toledo will
ensure the relevance of 1A by embedding a continuous quality improvement system into the
audit process to constantly assess and enhance 1A, keeping it poised to meet the University’s
assurance needs and increasing its value to 1A stakeholders.

The University of Toledo will implement several assessment mechanisms to gauge and
objectively rate 1A's benefit to the University. These tools include key performance and
quality measures and formal quality assessments by independent experts and IA staff to
identify improvement opportunities within the IA function.

x Communicate with clarity, brevity, and accuracy.




